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Agenda FUJITSU

M 0T Gerate

B Bestandteile von |oT Geraten (Zutaten)
B Angriffs Vektoren bei loT

B Warum ist Security bei lIoT wichtig?
B Wie kdnnen moderne Firewalls helfen?

B “Real-Time Security“ - Abschied vom Uberlebens-Modus
W |oT Absicherung mittels Sece Zone’s Model

B \WWomit beschéftigen sich Profi-Hacker beim Thema loT?
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loT Gerate FUﬁTSU

B Smart: Home, Farming, Manufacturing
m ...Lampen |
W ..Kamera’s
®m ...Digitale-Assistenten
W ... Toaster
W ...Staubsauger

3 Copyright 2017 FUJITSU



loT - Losungen FUﬁTSU

[ |
Connecting People and ICT with "RoboPin"

InteIIEgent Care
loT Solution UBIQUITOUSWARE

—

Driver S\afety
loT Solution UBIQUITOUSWARE

Al driven 10T (e.g zZinrai)

Diversity commucation tool "LiveTalk"
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Bestandteile von |0T Geraten (Zutaten) FUﬁTSU

W OS, Applikation (+ Webservices)
B Datenbanken (+ Daten)

B Netzwerke (+ WiFi)

B Hardware (+ Sensoren)
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Angriffs Vektoren:

(o8
Warum ist loT Security wichtig? FUJITSU

B Die nachste Schwachstelle wird kommen.
Die Frage ist: Wie gut kbnnen wir uns vorbereiten?

B Tendenz: Missbrauch von Ressourcen
Hosting flr Tor Knoten?
Post-Exploitation — Ausnutzung von Platformen fir Angriffe auf die lokale IT

Sind meine 10T Gerate im Bot-Net-Verbund (DDo0S)?
Wenn nicht, bin ich mir Sicher?
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Beispiel Standard Passworter

SHODAN

netcam

= =

Exploits % Maps

g X
AC

Indonesia
Mexico

Viet Nam
Thailand

Malaysia

linux upnp avtech| Q

26,815
20,705
15,511
13,590

7,507

Login :::

3BB Broadband

= Thailand, Ban Khoi
Details

:iz Login :::

PT Media Sarana Data

L

SHODAN

# Exploits

4,722

Explore

cam

webcam

Enterprise Access

(o8
FUJITSU

Q Explore Enterprise Access Cont:

[ |
181.64.160.164

Telefonica del Peru P-660HN-T1 v3

10 Peru
Details

66.179

Peru

P-660HN-T1 v3

Contact Us

90.228

Peru

HTTP/1.1 200 OK

Date: Fri, 17 Mar 2017 15:3¢
Server: Linux/2.x UPnP/1.0 J
Connection: close
Last-Modified: Thu, 22 Mar 2
Content-Type: text/html
ETag: 112-18229-1332387527
Content-Length: 18229

HTTP/1.1 200 0K
Date: Fri, 17 Mar 2017 15:41
Sarver- linue/? v 1IPnP/1 @ |
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Angriff Vektoren auf loT (OWASP Top 10) FUﬁTSU

Insecure Web Interface

Insufficient Authentication/Authorization

Insecure Network Services

Lack of Transport Encryption/Integrity Verification
Privacy Concerns

Insecure Cloud Interface

Insecure Mobile Interface

Insufficient Security Configurability

Insecure Software/Firmware

A B B B E BB B B BE
© 00 N OO O & WO DN P

10 Poor Physical Security
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Insecure Web Interface , Insecure Networkservices

W weak passwords , account lockout mechanism
B Code Injection : XSS, SQLI,CSRF vulnerabillities
B HTTPS to protect transmitted information

B change the default username and password

B Speicherfehler (Bufferoverflow)

(o8
FUJITSU
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Wie kdnnen moderne Firewalls helfen?
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CVE: 2017-5638 - Apache Struts2 S2-045

EXPLOIT &
DATARS

+=
+=
+=
+=
+=
+=
+=

headers

Home Exploits Shellcode Papers Google Hacking Database

(#dm {Wognl. OgnlContext@DEFAULT MEMBER_ACCESS).'

" (#_memberAccess?”

" (#_memberAccess=#dm):"

" ((#container=#context[ 'com.opensymphony.xwork2.ActionContext.container'])
"(#ognlutil=#container.getInstance(@com.opensymphony.xwork2.ognl.ognlutil@class)).”
"(#ognlutil.getExcludedPackageNames (). clear())."

"(#ognlutil.getExcludedClasses(). clear())

"/unnn+n‘+ nA+MAth1£pnAnnqum\\\\

(#cmds=(#iswin?{’ cmd . exe” ?Fc'Jﬁchd}:i:fbinXhashi,‘—

Wl TULE SLLLE UL 3L SAM L US ) o (P ULT ISP 30al Ly ).

"(#ros=({@org.apache.struts2.sServletActionContext@getResponse().getoutputstream()))."
"(@org.apache.commons.io.I0Utils@copy (#process.getInputStream(),#ros)).”
"(#ros.flush())}"

{'User-pagent': 'Mozilla/5.@"', 'Content-Type'

page = ur]libE.uriopen{reques%).Pead()
except httplib.IncompleteRead, e:
page = e.partial

(o8
FUJITSU

L#emd})). "
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Security Baseline Zoning FUJITSU

B alert http SEXTERNAL NET any -> $HTTP_SERVERS any (msg:"ET WEB_SPECIFIC_APPS Possible Apache

Struts OGNL Expression Injection (CVE-2017-5638) M2"; flow:to_server,established; content:"Content-Type|3a|";
http_header; nocase; content:"multipart/form-data”; http_header; content:"{"; http_header; nocase; content:"}";

http_header; pcre:"/*Content-Type\x3a(?=["\r\n]*?multipart\/form-data)[*\r\n]*?\{[*"\r\n]*?\}/Hmi"; classtype:web-
application-attack; sid:2024044; rev:2;)

SHTTP_SERVERS

SEXTERNAL_NET

Q loT Security Zone
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Suricata and Snort Signatures FUﬁTSU

Difference: 2024044 (vs. 1)

Revision 1 2017-03-13 - TWikiGuest
Line:1to 1
Added:

>
>

alert http $EXTERNAL_NET any -> $HTTP_SERVERS any (msg:"ET WEB_SPECIFIC_APPS Possible Apache Struts OGNL Expression Injection
(CVE-2017-5638) M2"; flow:to_server,established; content:"Content-Type|3a|"; http_header; nocase; content:"multipart/form-data”; http_header;

content:"{"; http_header; nocase; content:"}"; http_header; pcre:"/*Content-Type\x3a(?=["r\n]*?multipartVform-data)["\r\n]*?\{["\r\n]{ 15, \}/Hmi";
classtype:web-application-attack; sid:2024044; rev:3;)
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Suricata and Snort Signatures — Miral Botnet FUjiTSU

alert udp $SHOME_NET any -> any 53 (msg:"ET TROJAN Mirai Botnet Domain Observed"; content:"|01 00 00 01 00 00 00
00 00 00|"; depth:10; offset:2; content:"|05|tr069|02|pw|00|"; nocase; distance:0; fast_pattern;
reference:url,blog.opendns.com/2016/12/13/query-volumes-mirai-dgas/; classtype:trojan-activity; sid:2023637; rev:1;)
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Wie kdnnen moc

1-4

S-7

Z.B. durch Multi

OSI-Modell

erne Firewalls helfen?
_ayer Schutz

Physische Kontrollen: Zugang, Alarmaniagen,
L Raumiberwachung

Authentifizierung und Autorisierung = _]D
==t ] =
Verschlisselung der Datenkanale

Schutz der Schnittstellen

IPS/IDS Systemen

Antivirus Software (Sandbox)

Applikations Firewall

Datenvalidierung
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Firewall Losungsanbieter FUﬁTSU

Hillstone

T
o ggg EC'F:EKINEOQEIQT‘E. S O N I C WA L L @

N E T WO R K S

paloNETWORKS F:=RTINET Juniper
) ForeEpOINT HGuard
" indeni Restorepoint @atc e

' the network knowledge co.

W SOPHOS
tufln RS/ &pulseSecure .::Illf:élt;'
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NSS LABS NGFW 2016

Value in USS

P
FUJITSU

Product Security Effectiveness (TCO per Protected Mbps) Overall Rating
Barracuda Networks F600.£20 92.4% Below Average $14 Above Average Neutral
Check Point 13800 NGFW Appliance 99.6% Above Average $25 Above Average Recommended
Clsco ASA 5585-X S5P-60 96.5% Above Average $51 Below Average Neutral
Cisco FirePOWER Appliance 8350 96.3% Above Average $23 Above Average ‘Recommended
Cyberoam CR2500iNG-XP 58.1% Below Average $22 Above Average Neutral
Dell SonicWALL SuperMassive E10800 98.1% Above Average $24 Above Average Recommended
Forcepoint Stonesoft NGFW 1402 97.6% Above Average $26 Above Average
Fortinet FortiGate 32000 99.6% Above Average 59 Above Average
Hilistone Networks SG-6000-E5960 99.0% Above Average $6 Above Average
Huawei Technologies USG6650 98.1% Above Average s7 Above Average ommendec
Juniper Networks SRXS400E 98.0% Above Average $97 Below Average Neutral
Palo Alto Networks PA-7050 95.9% Above Average 431 Below Average Neutral
WatchGuard Technologies XTM 1525 B87.7% Below Average $18 Above Average Neutral
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“Real-Time Security” - -
Abschied vom Uberlebens-Modus J

o

S—

*Reaktive
Aufklarung

* Analytics
* Threat Hunting

Sichtbarkeit

* Security
Performance

*Defense in Depth
*ISMS
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loT Absicherung mittels Secure Zone’s Model  FufiTsu

Die W- Fragen?
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loT Absicherung mittels Secure Zone's Model FUjiTsu

Gruppieren & Mikro — Segmentierung (beispiel. Checkpoint)

m Logging

n Pre-infection Threat Prevention

. Post-infection Threat Prevention
' Inbound Access Control

E Outbound Access Control
Data Protection

@\;T Security Zone
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loT Absicherung mittels Secure Zone’s Model  FujiTsu

B Schadcode Filter fur netzwerkbasierte Angriffe (IPS Regel)
B WAF Schutz gegen gangige Webangriffe
Injection Schutz, Autolearning, Virtual Patching
B Micro - Segmentierung von loT Geraten in Sicherheits Zonen

Bendtigt das 10T Geréat Internet-Access? (ggf. Allow many / Deny all)

B Application Layer Gateways
Content Switching auf Protokoll ebene.
SSI Inspection
B Regelmaldige Schwachstellen Analyse
Vulnerability Scans, Penetration Test & bei Bedarf Incident Response
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Womit beschaftigen sich Profi-Hacker? FUﬁTSU

Embedded Devices Order Status
Devices Ordered

Potential Mission Areas for EDB
Firmware Targets
Internet of Things (e.g. Weeping Angel (Extending) Engineering Notes )

Device NameiModel Sterility Code  Quanti

Raspberry P 2 8

Vehicle Systems (e.g. VSEP)
ICS/SCADA

Network Devices (including but not limited to SOHO routers)

~
(5]

SO) Cotion Candy
%Y.«.Kesz 1 New Generation Mok Addroid 40PC 2 2
D

EFI
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https://wikileaks.org/ciav7p1/cms/page_13205592.html
https://wikileaks.org/ciav7p1/cms/page_12353643.html

Fragen? FUﬁTSU

Vielen Dank fur lhre Aufmerksamkeit
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