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Commissioning

Place, connect sensor (,,plug®)

Set fieldbus address

Retrieve sensor type

Select device package, download

Enter configuration parameters

Get addresses to logic engineering

Map program variables

Compile and download control logic
Repeat for all devices (go to 1)

Production start (,,produce®)

- -

. 0 -90 minues per device!
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Production start (,,produce®)
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Target: <10 sec per device!
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OPC UA: IEC 62541

Industrial Internet-of-Things Connectivity and Information Modeling

Featu res nified Automation UaExpert - The nified Architecture Client - rojec

File Server Document  Settings  Help
i =5 M A 3 Fy i I
D@@‘@'\‘X\)‘ E‘a‘*"
Project & X || Default DA View ] O
E}ﬂ Praject E Server | Mode Id | Display Mame | Value |
° ° . E" Servers 1" UaServerCpp@...  NS2|String|AirConditioner_1. Humidity Humidity 59,00817325
‘ om m u nlcatlon o H I I P UA B'I n ar AM Q P Q} UaSBrveGCp@vboxfxD—sD 2 UaServerCpp@... NS2|String|AirConditioner_1,HumiditySetpoint HurniditySetpoink 60
o ) ) ) oo r3 1 3 UaServerCpp@... NS2|String|AirConditioner_1.PowerConsumption  PowerConsumption 13,0125
4 UaServerCpp@... i J5t, s Stake 1
Address Space B X |5 UaServerCpp@... Temperature 71.973975
& UaServerCppd TemperaturedetPoint 72
3 No Hhiight ¥17  Daserverc: Humidiy 59.96517
= AirConditioner 10 A8 UaServerC: s HurniditySetpoink B0
N - - 9 UaServerc n don PowerConsumption 0
. . § g iwrgnn:t!nner_g 10 UaSerwer— 3 b State 1
- irlondiionsr_. 11 Uaserver e Temperature 7212732
L]
Platforms: Windows, Linux, VxWorks, ... - &wcmeas ||z e 7. Tomnsesun 7
e a AirConditioner_S 13 UaServerC: GasFlow [u]
B airCondtioner_& A 14 UaServerCr # PowerConsumnpkion  0,167625
5 “A Condi B =15 UaSer = Furnace_. Stake 1
r-on uonerf 16 UaSer Furnace_1, Tempe: akure Temperature 71.966475
H gk AlrConditioner_8 17 UaSer Furnace_1. TemperatureSetPaoint TemperatureSetPoint 72
3"& AirConditioner_9 L
- i
j i I ic, dynami
° 3
Object-oriented Model: Static, dynamic, ... o
‘) Temperature
i ) 4
2 TemperaturesetPoink | _;( =

Services: Connect, Subscribe, Alarms, History, ... 2’
Laser Level Transmitter

OPC UA recommended by Plattform Industrie 4.0, enables path to the cloud.
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OPC UA Discovery
IEC 62541-12

Local Global

List of registered

E Register ﬁ
DirectoryType UA Servers
Client : Server Client QueryServers

G@
&
"y,
'Oo’bfs
OPC UA
Server

Central Server

MDNS

GDS

[Source: OPC Foundation]

Multiple ways to discover OPC UA Servers on field devices and controllers.
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OPC UA for Devices
IEC 62541-100

| | .
: Elas.E--:':!lE:-_j‘ve|::'.*TJ.-';:»E-3 | :FEESE' Variable Type ] : DeviceType Identification
| |
I = 3 |
| |
: FolderType ( LeESuETAL s -j : H DeviceTypelmage .
| s : SerialNumber
L=l ament
| opology i % 1.n fﬂaseData\-"arfabh_eTyp&.‘) RevisionCounter
| T — Semantic References \Smagecentier Manufacturer
| IE DD |
: to ck / C @SS —o—l Documentation Model
————— — —| Basotpcmype: F———————————— g —— — — —— - —— - ——— ———— -
| ParameterSet _ DeviceManual
i BaseDataVarEteType: in BaseDataVariableType: \I - —
L <Parameteridentifier> {_  <Documentldentifier= | DeviceRevision
BassobEzye: SoftwareRevision
MethodSet H ProtocolSupport Hard Revisi
— ] arawaremevision
\_‘_G':ﬂ_mfdld Eiuie_ri., P 1n ¢~ BaseDataVariableType: DeviceClass
L {Prot::u:oISupportldentiﬁeﬁ)
PO e { LiBzmentType:
o aLE'ﬂ“E"TJ ; ImageSet DeviceHealth
0.1 [ LockngSendcesType:
Lock
1.n " BaseDataVariable Type:
. {Imageldentiﬁerbj
EC




NAMUR NE131 - Revision October 2017

Standard Device Parameters

~30 parameters
valid for any

sensor /
actuator

NE131 Parameter

-

Category -

Comment

Process variable

Configuration Parameter

Relevant for multivariable measuring devices only

Process value

Runtime Value

Not relevant for PnP use case, new values get created in device

Unit

Configuration Parameter

PnP-relevant, but may use default from vendor?

Upper range value

Configuration Parameter

PnP-relevant

Lower range value

Configuration Parameter

PnP-relevant

Diagnostic status

Runtime Value

Not relevant for PnP use case, new values get created in device

Simulation Function / Status Not relevant for PnP use case

Simulation value Configuration Parameter |Not relevant for PnP use case

Damping Configuration Parameter |PnP-relevant

Set PV to zero Function Not relevant for PnP use case

Tag name Configuration Parameter |PnP-relevant, but vendor may have pre-specified it based on ordering info

Factory reset

Function

Not relevant for PnP use case

Last change date

Runtime Value

Not relevant for PnP use case, gets set to date of plug-in

Change counter

Runtime Value

Is this reset if a new device is plugged in?

Display language

Configuration Parameter

PnP-relevant, default to English?

Password

Configuration Parameter

PnP-relevant, default password possible?

Sensor type

Configuration Parameter

PnP-relevant, default valid in most cases, otherwise provided by vendor?

Sensor connection

Configuration Parameter

PnP-relevant, default valid in most cases?

Sensor reference

Configuration Parameter

PnP-relevant, default valid in most cases?

Retrieve from

engineering

repository
during PnP




OPC UA Companion Standards
Based on OPC UA for Devices

OPC UA for Robotics OPC UA for Analyzer Devices OPC UA for Sercos Devices

OPC UA B
| BaseObjectType ‘ BaseObjectType

BaseQbjectType ‘ BaseVariableTy|
OPC UA Part 5 7
3 : ]

OFC-UA ‘

ooooo
TopologyElementType
OFC UA Devices i \ ramysgmw }—D Paramererset |
A
Topol lermentT) |<)<}—| DeviceType - .
e g " DeviceType | D“;Tm | }—>-| F Type |d<:
2 2 -

I N F ] 0.
ooooo [[sermmoereeryee |{Tnlszm=en] sy
Organzes

i AnalyserDeviceType -
OPC UA Robotics Y mw uza <Classidentifier> M SercosClassType l—
Organizes

MotionDevice SystemType }— SafetyStatesType Part 1
_'_{F:rﬂudGmmTvpezl n_ﬂ i:_’% r— Twer—
I 1
\ .
: , BaseOhecType: . SercosParameterType
| TR }7 SUIRClL RS ampgncathine ParticleSizeMonitorDeviceType SpectrometerDevice Type ‘ ChromatographDevice Type —| |
\ . .
‘ AxisType l— Software Type

IntegrationinfoType - 7 i
| I} Vp ii AcousticSpectrometerDeviceType OtherAnalyzerDeviceType ]

IndraDrive

MassSpectrometerDevice Type

NMRDeviceType T

Numerous OPC UA device models available or being prepared.
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PLCopen Control Logic

IEC 61131-3

l —{ DeviceType }—‘

. aseObjectTvpe

‘ CtriConfigurationType ‘

;

Resources

| ConfigurableComponentsType:
1

Resource Type:

=Resource Name=>

Organizes.

FunchionalGroupType: )
GlobalVars Organizes—
FunctionalGroupType: R
AccessVars —Organizes '
FunctionalGroupType: R
Configvars organzes AR
FunctionalGroupType:
Diagnostics
FuncfionalGroupType:
Configuration

| i""BaseObjectiype:

H.....MethodSet

arameterSet |

>

Plug & Produce
Software Service

Signal Names
harmonized
between
control logic &
field device

x: BOOL; — | PLCopen®
ENDVAR —| logic
P_STEP:=3; o ST LD

CASE PROGRAM_STEP OF —

1: P_STEP := P_STEP+3;

2: P_STEP := P_STEP*2; | IEC 61131-3

3: P_STEP := P_STEP*3;

ELSE

PROGRAM_STEP := PROGRAM_STEP+10;

END_CASE;

LIMIT_SWITCHz1 :=
LIMIT_SWITCH2 :=

IF LIMIT_SWITCH1
OUTPUTS := ;
P_TRIGGER :- ;

END_IF;

LIMIT_SWITCH2 THEN

IEC
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OPC UA Pub-Sub & Time-sensitive Networking (TSN)
IEC 62541-14 & IEEE 802.1Qbv, IEEE 802.1Qcc

ISO/0SI Layers

Testbed SPS Drives 2017

Whitepaper from “Shaper Group”

7
Application

5+6
Session,
Presentation

4
Transport

OPC UA TSN Base Profile + Device Type Specific Profiles
OPC UA Information Model (incl. DI)
________ 1————————
OPC UA Client-Server I OPC UA Pub-Sub
I
———————-1————————-1
OPCUA |
HTTP(S) Tcp NetConf I UADP
_______ . .| ————r—— — 1
TLS I I
| I
_______ H— ———]
l |
TCP UDP

3
Network

| - — = =

1+2
Ethernet

U S ——

IEEE 802.1 (incIITSN) +|EEE 802.3
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OPC UA TSN
A new Solution for Industrial Communication

D. Bruckner! R. Blair! M-P. Stanica® A. Ademaj* W. Skeffington’ D. Kutscher| S. Schriegel**
R. Wilmestt K. Wachswender®* L. Leurs’ M. Seewald” R. Hummen" E-C. Liu

S. Ravikumar™

TB&R Industrial Automation, diermarbruckner @br-automarion.com
YSchneider Electric, ridk.blair@schneider-electric.com
*ABB Automation Products, marius-peir. sianica @de.abb.com
TTTech Computertechnik, asirit ademaj@inech.com
fGeneral Electric Company, wesley. skeffingrion@ ge.com
I Huawei Technologies, dirk.kutscher@ huawei. com
**Fraunhofer I0SB-INA, sebastian.schriegel @iosb-ina fraunhofer.de
Phoenix Contact Electronics, rwilmes @phoenivcontact.com
#ntel Corporation, karl wachswender@inrel. com
*Bosch Rexroth, ludwig. leurs@boschrexroth.de
Cisco Systems, maseewal @ cisco. com
* Hirschmann Automation and Control, rene.hummen @ belden.com
. *Moxa, ericce. lin@moxa.com
= Kalycito Infolech, siddharih.r@kalyeito.com

Abstract—The industrial market is
by Ethernet-based fieldbus systems. Although they share similar
and market their and

ecosystems differ considerably. The majority of them have a
cor umbrella that is guided and financed
by onme big market player who drives development of the
technology. Stakeholders in the value chaim are usually not
well aligned in their decisions for particular technologies. As
a result, end and device are faced
‘with a multitude of technologies that need to be produced, run,
diagnosed, maintained and kepl in stock. While the availability
of products and services Is largely satisfactory, dealing with
multiple solutions generates high costs and limits IoT capability.
This jeint pesition paper introduces OPC UA TSN as a vendor-
Independent successor technology and presents the current view.
We have found that — by choosing the right set of features
— It is able to fulfill both today’s and tomorrew’s industrial
communication requirements while in the mid-term leveraging
the cost benefits of standard Ethernet hardware. The TSN
network infrastructure as an evolution of AVE Is simultane ously
able to carry all types of industrial traffic, from hard real-
time to best-effort, while maintaining the individual properties
of each method. OPC UA is a major evolution from the OPC
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DNSService:
2018-01-29
DNSService:

Not able to send message to receiver:

12:05:17.455374] [0x000007fddb56d576]
Not able to send
2:05:17.456863] [0x000007Fddb58d770]
Not able to send mes
7.459861] [6x000007Fddb58d770]

message to receiver:

sage to receiver:

Resource
[info]

Resource
[info]

Resource
[info]

temporarily unavailable

mDNS: found server opc.tcp:

temporarily unavailable

mDNS: found server opc.tcp:

temporarily unavailable

mDNS: found server opc.tcp:

//mDNSService_IoTDevice FT1001.local:4

//mDNSService_ToTDevice FT1601.local

//mDNSService_IoTDevice VA1001.local:4

uot able to send message to receiver:
117.466952] [04000007Fddb55d470]
Hot able to send message to receiver:
2018-01-29 8.457775] [0x000007Fddb56d570]
DNSService: Not able to send message to receiver:
2018-01-29 12:05:18.468982] [0x000007fddb58d770]
DNSService: Not able to send message to receiver:
2018-01-2! :19.458015] [0x000007fddb58d770]
DNSService: Not able to send message to receiver:
2018-01-29 :19.458495] [0x000007fddb56d570]
DNSService: Not able to send message to receiver:
2018-01-29 12:05:19.469244] [0x000007Fddb55d470]
DNSService: Not able to send message to receiver:
2018-01-29 12:05:19.471021] [0x000007Fddb58d770]
DNSService: Not able to send message to receiver:
2018-01-29 :20.459415] [0x000007fddb58d770]
DNSService: Not able to send message to receiver:

DNSService:
2018-01-29 12:
DNSService:

Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice VA1001.local:
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice_VA1001.local
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice LI1001.local:
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice_LI1001.local:
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice LI1001.local:
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice FT1002.local
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice FT1002.local:
Resource temporarily unavailable
[info]  mDNS: found server opc.tcp://mDNSService_IoTDevice FT1002.local:
Resource temporarily unavailable

koziolek@ubuntu: ~/Desktop/IACC/DcsEvoResearch/Demonstrator/ WP4_ExtPnPDemonstrator/ExtPnP/bin

2018-01-29 12:05:25.173446] (info) | instance of currentInputFlow identified

2018-01-29 .253482] (info) | >>Objects|Types|objectTypes|FB_FlowTransmitter|FunctionBlock|FB_FlowTransmitter|DeviceSet|FT1002

.253592] (info) SignalManager: connecting to UAServer to read/write signals

.253670] (info) | Connecting to opc.tcp://mDNSService_IoTDevice FT1002.loca

.254972] (info) PnPService: signal handling on hold

.255796] (info)

T I T I S —

-255931] (info) PLCController: signal matching complete:

.255981] (info) - -

1256031] (info) | PLCController Signal Name injout | IoTDevice Slgnal Name

.256095] (info) -- o

.256145] (info) |

6 (info) |

|
|

840:FT1002.currentInputFlow
.currentInputFlow
.currentFilllevel

FT1062.currentInputFlow
FT1001.currentInputFlow
(info) | LI1001.currentFilllevel
(info) | PID10@1.setpoint

(info) | VA1001.currentValvePosition

_tep://mONSService_loTDevice_F1002.loca
.tcp://mDNSService IoTDevice FT1001.loca
.tcp://mDNSService IoTDevice LI1001.local
.tcp://172.16.1.6:4840:PID1001. setpoint

.tcp://mDNSService IoTDevice VA1001.loca

|
:4840:VA1001.currentValvePosition
(info) -- = e = e E = = = = E =

(info) PLCController: start proces

DT I T S PP ey

2018-01-29




Unified Automation UaExpert - The OPC Unified Architecture Client - autocfg_demo* s W
le View Server Document Settings Help

JryDPDRD|®= X w5& B K|
: View History Trend View o

Project © © Data Access Vie
B i -

0 'ieur:g;_srveGCpFTlooz@ubuntL ‘Server Displayl Node Id Color |© S_i"9|evUP<f6te * Cyclic Upfiate
% UaServerCppFT1001@ubunty J358%~ CUTe- Uo7 D el L Timsspan.
% UaServerCppPID1001 - None | oee 14.11.17 08:00:00.000 J 02:01:00 4+
% UaServerCppVAlO0l@ubunty End Time: Update Interval:
% UaServerCpplil001@ubuntu; 14.11.17 20:00:00.000 : 00:00:01 2N
- @ Documents =
Get Start Time Update

= Data Access View
@ History Trend View History Data P

Numeric Values B NS4|String|VA entValvePosition  NS4|String|LI1001.curren

| 150
Address Space + o ‘ g . ~
~ No Highlight % | —-— Valve setting (%)
= Root ' <
- 2 Objects L _,..\j"'__————.--;‘,r " N\ .
e 1 AW Setpoint reached (133 cm)
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Performance Measurements

Raspberry Pi Jitter

Publisher OPC UA Encoding

Subscriber OPC UA Decoding

Latency plot
1e+07

1e+06 CPU2Z ——

100000

10000

1000

Number of latency samples

100

10

1

] 50 100 150 200
Latency (us), max 104 us

Max measured jitter: 104 microseconds

- Scenarios with 1 ms update rate
can be analyzed reasonably

800
AVG uMIN

I I |
600

400 800 1000
items

700
600

500

= 400
300
200
100
0

100 200 300

dle

us|

1 ms update rate

Publisher CPU idle time decrease with a
higher number of encoded signals

800 signals / ms

1800
AVG  EMAX

1600

1400

1200

& 1000
5
&

w800
3

600

400

200

0

100 200 300 600 800

400
items

1000

1 ms update rate

Subscriber latency increases with higher
number of encoded signals

600 signals / ms

Prototype able to handle high-speed closed loop scenarios using OPC UA Pub-Sub.
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Industrie 4.0 Reference Architecture for Plug & Produce
Formally specified using UML

Static View: Components & Connectors Dynamic Views: Discovery & Signal Matching

cmp Static View /

Plug & Produc
Service

________________

eeeee

F k] upscrve v
G » aeange | H. Koziolek, A. Burger, J. Doppelhamer:

' »Self-commissioning Industrial loT-Systems in Process

Automation: a Reference Architecture”, In Proceedings of

the IEEE International Conference on Software

Architecture (ICSA 2018), pp. 87-97, May 2018

nnnnnnnnnnnn

Controller 8 multicast evice Local
& === piscoven
c

ulti
Local [<—————probe
announ

More detailed specification available in separate paper.
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Industrie 4.0 Reference Architecture for Plug & Produce
Open Topics

More standardized device models Infrastructure for Plug & Produce More autonomy in the devices

The road to Plug & Produce has just started!
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Sum mary sl with faster

commissioning

Challenge
Commissioning important cost factor

Cash Flow MUSD

Solution Year
Plug & Produce across vendors

) SERVER
o A

Implementation

— Reference architecture with PnP Service
and existing industry standards

— ABB currently working on OPC UA connectivity
for different types of devices

L . . l “#OPC UA
S P N “HPC UA CLIENT & SERVER
CLIENT =T
]t‘ Cd -

»)-—

i

= ’
SERVER JRe Plug & Produce

q. » Software Service Automation Controller
« -‘

2t N\,
Laser Level AN
Transmitter

7’

Pneumatic Valve

Implement the standards, create PnP Services, benefit from self-commissioning!
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