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Use of secure trusted execution Oliver Winzenried | CEO Wibu-Systems
environments (TEE) like oliver.winzenried@wibu.com
Intel's SGX technology

with Codemeter
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= |ntel Software Guard Extensions — new instructions added
to the x64 instruction set

= Incorporated directly into CPU, e.g., Intel i7-6700K, Dell
Inspiron 1113153

= (Not a separate chip like TPM.)
= Application can created trusted memory “enclave”

= Only trusted functions (stored in enclave) can see or
modify enclave

= Application software can be protected from privileged
software
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https://software.intel.com/en-us/sgx/details
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System Memory

CPU Package

Enclave

Access from
7
S . Encrypted OSVMM
nooping code/data

= Application keeps its data/code inside the “enclave”

Encryption
Engine (MEE)

= Smallest attack surface by reducing TCB (App + processor)

= Protect app’s secret from untrusted privilege software (e.g., 0OS, VMM)
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BoOM  Intel SGX : Remote Attestation

Remote platform Host platform
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5. Sign with group key [EPID]

o Attest an application on remote platform
» Check the identity of enclave (hash of code/data pages)
« Can establish a “secure channel” between enclaves
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DaIE Smartbind: Automatic Binding (HW Fingerprint)
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= Non modifiable serial number

= Physical Uncloneable Function ﬁ
= Non modifiable IMEI q
= Non modifiable CPU ID —— &l

= SGX =N\
= Trust Zone =

O

License

=
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l.e. XMC 4000

Secure License File
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The security of an encryption process Is based on
the secrecy of the key, not on the secrecy of the
algorithm that is used.
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Trusted Execution Environment (TEE)
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SGX Ecosystem Solutions

Business Client & Consumer Blockchain
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Other names and brands may be claimed as the property of others




Many thanks for your kind attention.

Visit WIBU-SYSTEMS in hall 6, booth C15,
and [UNO in hall 6, booth D02
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Deutschland: +49-721-931720
USA: +1-425-7756900 http://www.wibu.com
China: +86-21-55661790 iInfo@wibu.com
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