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Trusted Execution Environments
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Secure Software Protection and Licensing with SGX

CodeMeter
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Intel SGX TEE
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 Intel Software Guard Extensions – new instructions added 
to the x64 instruction set

 Incorporated directly into CPU, e.g., Intel i7-6700K, Dell 
Inspiron 11 i3153

 (Not a separate chip like TPM.)
 Application can created trusted memory “enclave”
 Only trusted functions (stored in enclave) can see or 

modify enclave
 Application software can be protected from privileged 

software
https://software.intel.com/en-us/sgx/details



 Application keeps its data/code inside the “enclave”
 Smallest attack surface by reducing TCB (App + processor)
 Protect app’s secret from untrusted privilege software (e.g., OS, VMM)

5

CPU Package
System Memory

Enclave

Memory
Encryption
Engine (MEE)

Snooping

Access from 
OS/VMMEncrypted

code/data

Intel SGX TEE

2018-04-24 HMI Forum Industrial Security: Security and Licensing in IoT Devices 4



Intel SGX : Isolated execution
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Intel SGX : Remote Attestation

• Attest an application on remote platform
• Check the identity of enclave (hash of code/data pages)
• Can establish a “secure channel” between enclaves 
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Smartbind: Automatic Binding (HW Fingerprint)
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Individual Binding - Individual Implementation

 Non modifiable serial number
 Physical Uncloneable Function
 Non modifiable IMEI
 Non modifiable CPU ID
 SGX
 Trust Zone
 …
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Scalable Solution

Secure License File

Microcontroller
i.e. XMC 4000

TPM,SGX,
Trust Zone,…

Smart Card Chip
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Kerckhoffs‘s Principle

The security of an encryption process is based on 
the secrecy of the key, not on the secrecy of the 

algorithm that is used.
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Trusted Execution Environment (TEE)

Secure 
Enclave

Intel® Software Guard extensions

Secure 
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CodeMeter Runtime
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Business Client & Consumer

Internet of Things

Blockchain

SGX Ecosystem Solutions

Data Center / Cloud

CoCo
Framework

BoxCre
ek

Publically disclosed partnerships, but have not released 
products to market

Publically disclosed partnerships with active SGX products
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Many thanks for your kind attention.
Visit WIBU-SYSTEMS in hall 6, booth C15,
and IUNO in hall 6, booth D02
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