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SECURITY
LICENSING
PERFECTION IN PROTECTION

IJUNO
Bericht aus dem Forschungsprojekt IUNO Oliver Winzenried | CEO Wibu-Systems
zU |dentifizierung und Traceability von oliver.winzenried@wibu.com

Logistikobjekten mit einer neuen Oliver Putz-Gerbig | Product Manager Balluff

Secure RFID-Reader Plattform mit OPC UA oliver.Puetz-Gerbig@balluff.de

April 2018 WIBU-SYSTEMS AG: IUNO



(AR M RIIL LN HIRIRRliinill
iuno

Nationales Referenzprojekt
IT-Sicherheit in Industrie 4.0

Customized Production
(Secure processes)

Secure autonomous
configuration of
production facilities

Digital identities for
production systems

Security analysis Piracy protection
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DAY Production scenario — The smart workpiece
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Customer Product developer
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eI Security integration on sensor level
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Validierte : Just in Time*
Produktionsdaten  EZ£(1) Produktionsdaten B Fertigungswege

HOMAG Bearbeitungsmaschine

= RFID-Reader mit CodeMeter Technologie

C e Zertifikat & Schlussel sicher gespeichert im CodeMeter ASIC
(— * CodeMeter pruft Tag-Signatur

in.. * CodeMeter sichert OPC UA Kommunikation

» CodeMeter lizenziert APPs auf Reader-Plattform

Verschlisselte OPC UA

Kommunikation .

Secured RFID-Transponderchip
Plagiatschutz durch signierte Tag-1D
und Speicherschreibschutz

Transport- & Auswerteeinheit
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= Balluff RFID System with integrated CodeMeter Technology
= CodeMeter ASIC as hardware based license and key store inside the reader
= CodeMeter acts as certificate and key provider for integrated OPC UA server

= Software components of RFID reader can be protected using CodeMeter
AxProtector Technology

= Signed RFID Tags to grant data integrity
= Central management of certificates, licenses and keys
= OPC UA as transport protocol inside the industrial network

= CodeMeter License Central as central management system
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RISl (Jniversal Tool CodeMeter
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= Multiple CodeMeter based security functions

= One platform — many security solutions
= Licensed and secured Apps on the Balluff Reader

= [P Protection - Copy Protection - Licensing
= Signed Data on RFID Tag

= Manipulation Protection - Workpiece Identification

= Secure key provider for OPC UA

= Component (Balluff Reader) identification - Encrypted and signed communication
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WIBU SYSTEMS AG

Founded in 1989
= By Oliver Winzenried and Marcellus Buchheit
= Headquarters in Germany (Karlsruhe)
= Focus on Protection, Licensing and Security
= Technological leader with international patents
= S0 9001:2015 certified

WIBU SYSTEMS worldwide

Subsidiaries in Seattle, USA — Shanghai and Beijing, China — Belgium
— France - Ireland — Netherlands — Portugal — Spain — UK

= Exclusive distribution partners in Japan — Korea — Russia and many
more countries

= Top 2 vendor in hardware-based protection
= Top 3 vendor in software licensing
= Global Awards
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Many thanks for your kind attention.
Visit WIBU-SYSTEMS in hall 6, booth C15,

Balluff in hall 9, booth D68
and IUNO in hall 6, booth D02

Germany:  +49-721-931720
USA: +1-425-7756900 http://www.wibu.com
China: +86-21-55661790 Info@wibu.com
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