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Germany and Japan Collaboration Industrial Cyber Security

p PLATTFORM INDUSTRIE 4.0 (PI4) Germany and Robot Revolution Initiative 
(RRI) Japan announced their 3rd common position paper “Facilitating International 
Cooperation for Secure Industrial Internet of Things / Industrie 4.0” at the 
conference “HANNOVER MESSE 2019” .

pThe goal of this activity is to foster trustworthiness in increasing digital and 
interconnected economies.

pTrustworthiness is an important qualitative decision-making criterion for the entire 
secure value chain.
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Use-case scenario: Establishing the infrastructure for 
secure communication between Germany and Japan
• A potential supplier based in Japan wants to establish a 

new business relationship with a customer in Germany. 
• They do not have a business history together, i.e. they 

have not worked on any joint projects or collaborations 
in the past. 

• They need support for secure communication and 
collaboration. 

• At this stage, existing and new international standards 
are to be applied.

Overall Industrie 4.0 Production Scenario



Item list to be identified Germany Japan Technical Issues

Legal Person ID and its provider VATIN (USt-IdNr.), DUNS NTA,TSE ―

Natural person ID/BU ID and its provider eIDAS Each Corp. Appropriate BU ID code is not yet determined.

Digital Certification for natural person eSignature, eIDAS Each Corp. ―

Digital Certification for legal entities SEAL, eIDAS NTA, TSE Cross certification is needed.

Standards used for security assurance ISO/IEC27001, IEC62443 Digital Certificate of security level should be issued.

Security level certification Trusted 3rd party Corporate Process certification  is not yet established.

Online contract signing Signed by the representative of a BU Cross certification is needed.

Online contract security level agreement Using certification issued by a trusted 3rd  Party. ―
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Draft plan of interoperable trustworthiness pilot project
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