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Information Dominance

Anytime, Anywhere...
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Dynamic networking architecture connects ships, submarines, aircratft.
Applications provide capability to warfighters. Those applications function over the network.
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Inmarsat BGAN coverage

The map depices Inmarsat's expectations of coverage, but does not ww.}nma;ga;cﬂmﬁbgan

- Fl I-4 satellite F2 1-4 satellite P - 4amallicn’ RIS st isorics seacsuers of cwage s s
(To be determined) edge of coverage areas fluctuates depending on various conditions,
The launch of the F-3 satellite will be determined in due course.

bgan | inmarsat
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P-3 AIP ADNS (HFIP/INMARSAT) \ 4
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Capabilities / CONOPS

SIPRNET access for P-3 via Navy
CVN, Ships, TSC ashore & INMARSAT
SATCOM to NCTAMS

*Chat

* Email

* Imagery exchange
* Web browsing

Facilitates dynamic maritime patrol,
information sharing between aircraft &
rear nodes: CAOC, CVN, MHQ/MOC,
TSC/MOCC) and ground units.

+ Timeline / Accomplishments

» 2005 : HFIP connectivity tested in Trident Warrior 05
» 2006 : ADNS development of multi-link network connectivity
» 2007-08 : INMARSAT Swift Broad Band development for wide bandwidth SATCOM connection

SATCOM connection enabled through NCTAMS



Goals and Objectives

 Develop a Fault-Tolerant All-IP Black
Core Ciphertext Airborne Network
Architecture.

 Employ HAIPE Complaint INE Devices

e Provide World-Wide Airborne Network
Connectivity

CCCCCCC
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e Utilize Swift Broadband

» Operational analysis suggests that SBB
allows significant savings over SW64

 Enable class of service control

o Utllizes HAIPE devices

o Utllize ADNS as WAN architecture
e Secure RADIUS server

SSC San Diego...on Point and at the
Center of C4I1SR
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Network Components %
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EMS AMT-50

Cisco 3270

SSC San Diego...on Point and at the
Center of C4I1SR
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Capabilities Limitations

e End-to-End * Requires GRE tunnels for

Air-to-Ground routing

connectivity between
— Cipher Text GRE tunnel

alrcraft and shore |
classified networks — Plain Text GRE tunnel
e GRE tunnel overhead

Interoperable with reduces available
shore ADNS networks bandwidth

Standard ADNS QoS ° No streaming class of
policy enforcement service selection

SSC San Diego...on Point and at the
Center of C4I1SR
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Terrestrial Connection 4
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o Utilizing leased lines for connection
between Navy WAN and Inmarsat
MeetMe point

« Utilization of T-1 circuits vs. IP transport
network

12



Leveraging Infrastructure

« SSC-San Diego Is investigating future
opportunities to utilize the SWBB
connectivity to the ADNS WAN

* Improved connectivity supports future
applications, sensors, and services

CCCCCCC
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* Providing P-3AIP a SWBB capabillity
over existing ADNS infrastructure

e Designing a cipher-text solution
* Working through accreditation issues
o Aircraft installation Sept 08

POC: Karl Gutekunst (619) 553-5025
nathan.gutekunst@navy.mil

PEOC4I.NAVY.MIL



